ITamaTKa 0 cmoco0ax cOUAIbHOM HHKEHEPUH U HEOOX0IMMBIX Mepax
0€e30IMacHOCTH

CounanbHasi MH)KEHEPUS WM «aTaka Ha 4YEJIOBEKa» — 3TO COBOKYIIHOCTb
MICUXOJIOTUYECKUX U COLUOJIOTHYECKUX MPUEMOB, METOJIOB U TEXHOJOTUM, KOTOPHIE
MO3BOJISIOT MOJIYYUTh HOCTYN K KOH(GUIEHIIMATLHON HHPOPMAIIUH.

KubeprnpecTynHUKN Bce 4allle UCTONb3YIOT METObI COIMAILHON WHKEHEPHUH
JUISI TIPOHUKHOBEHUS B MHGPACTPYKTYPY OpraHu3aiiu npu neneBoi atake. CoriiacHo
CTaTUCTHKE, KOJIMYECTBO aTaK C MCIOJIb30BAHMEM COIMAIbHOU MHeHepuu B 2021
rojty BbeIpocio Ha 216%. 310yMBIIIJIEHHUKHY, TPEANTPUHUMAS MTONBITKA HAUTU JOCTYM
K CHCTEME WJIH LIEHHBIM JIaHHBIM, UCIIOJB3YIOT CaMO€ YSI3BUMOE 3B€HO — 4YeJIOBEKa.
[Ipocroit npumep — TenedOHHBIN 3BOHOK, TJI€ MPECTYMHUK BBIAAET ceOs 32 KOTO-TO
JPYroro, MbITasiCh y3HaTh Y a0OHEHTa KOH(HUICHINATBbHYIO0 HH(OPMAIUIO, UTpasi Ha
YyBCTBaX 4YeJIOBEKa, OOMaHbIBash WM IIaHTaXupys ero. K cokaneHuto, MHOTHE
MPOJIOJDKAIOT TOMANaThCd HAa TaKuWe JIOBYIIKM UM JOBEPUYMBO PACCKA3bIBAIOT
COLIMAJIbHBIM XaKepam BCE, 4TO UM HYKHO.

YenoBeueckuil (akTop MO-MPEKHEMY OCTaeTCs CcIabbIM 3BEHOM B JOOOH
CUCTEME 3alllUThl, MOATOMY CEroJHS KaK HHUKOI/Ia BO3pacTaeT MOTPeOHOCTh B
O00Oy4EeHHH COTPYIHUKOB OCHOBaM MH(DOPMAITMOHHON O€30MaCHOCTH.

Tak)ke CTOUT OTMETUTbH, YTO Ha TEKYIIMH MOMEHT COIlMajbHas MHXKEHEepUs
YCTaHOBMJIA MPOYHYIO CBSI3b C KUOEPIPECTYIMHOCTHIO,

PaccMoTpuM camble monyJisipHbie MEeTO/IbI COLUAIBHON MHKEHEPUH

Tak Ha3bpiBaeMasi «ATaka Ha YEJIOBEKA» MOXET MPOU3ZBOAMUTHCSA MO MHOTUM
CIIEHapHsiIM, HO CYIIECTBYET HECKOJIbKO HamOoJee paclpoCTPaHEHHBIX TEXHHUK
pabOThI 37I0YMBIIIEHHUKOB.

DOUIIMHT
OcCHOBHOU YNOP HA HeBHUMAMENbHOCHID.
Meton cOopa MoJb30BaTEILCKUX JAHHBIX I aBTOPU3AIMU — OOBIYHO 3TO

MacCOBBbIE PACCBUIKM CIlaMa IO 3JIEKTPOHHOM moute. B kimaccuueckoM clieHapuu
Ha MIOYTY JKEPTBbl NPUXOAUT TMOAJEIBHOE IMUChMO OT KaKOM-TO W3BECTHOMU
OpraHu3aIyy C MPOCKOON MepPerTH MO CChUIKE U aBTOPU30BAThCS (BBOJ KOMOMHAIIUU
JoruH/mapoiib). YToObl BbI3BaTh OOJbIIE JOBEPUS, MOIICHHUKH MPUAYMBIBAIOT
CepbE3HbIE MPUUYUHBI ISl IEPEX0/ia MO CChUIKE: HAPUMEP, MPOCIT MOTEHUUATBHYIO
KEpTBY OOHOBUTH TMapOJib WJIM BBECTH paA3JIMYHOLO pOAA MEPCOHAIBHYIO
unpopmarmio (PHUO, Homep TenedoHa, TOJKHOCTb U T.1.).

Tposin

OCHOBHOUL YNOp HA HeBHUMAMENbHOCMb, 008epUe.

Bupyc He 3ps moayunit cBo€ Ha3BaHHUE 110 IPUHITAITY PaOOTHI TPOSHCKOTO KOHS
u3 apeBHerpedeckoro wmuda. Toapko NTPUMaHKOM 3/1eCh CTAHOBHUTCS email-



COOOIIEHHE, KOTOPOE MPU KIACCHUYECKOM CIICHAPUH MOIIIEHHUKOB 00€IIaeT OBICTPYIO
NPUOBLITH, BBIMTPHINT WU JAPYTHUE «30JI0ThIE TOPbD» — HO B PE3YJIbTaTe YEIOBEK
MOJYy4aeT BUPYC, C MOMOIIBIO KOTOPOI'O 3JIOYMBILIJIEHHUKH KpPAaayT €ro JaHHBIE.
JlaHHBI BHJ aTakd TOXE HEOOXOJMMO OTHOCHTh K METOJaM COIMAIbHOM
VH)XEHEPUH, IMOTOMY YTO CO3JaTeId BUpyca KakK IPABUIIO XOPOLIO 3HAIOT, Kak
3aMacKUpOBaTh BPEJOHOCHYIO MPOTpaMMy, YTOOBI BbI HAaBEPHSIKA KIUKHYJIH TIO
HY>KHOU CCBIJIKE, CKa4yalld U 3aIyCTUIN (aii.

Yacto COTpyOHUKM HENPEOHAMEPEHHO IIOMOTalT 3JIOYMBILUICHHUKY B
Pa3BUTHH aTaKd, Mepechliasg 3apaKCHHOE MHUChbMO KOJIJIEraM C MPOChOON OTKPHITH
BJIOKCHME WM NEPEUTH IO CcbUike. Hampumep, B Telle mucbMa HCIOIB3YKOTCS
GOpPMYJIIMPOBKH W3 TIOBCETHEBHOM CIIY)KEOHOW JCATEIBLHOCTH. «YBaKaeMbIe
HAYQJIBHUKW TOJPA3/CICHU, HampaBisieM TIpaguK OTIYCKOB Ha TEKYIIUWA TOJ.
[Ipocum poBectu 0 coTpyaHukoB U T.O. C yBaxeHuem, oTaen kaapos». [lpu
MOJIOKUTEIIBHOM JIJISL 37I0YMBIIIJIEHHUKOB Pa3BUTHH COOBITUN MHCHMO MEPECHIIAETCS
[0 Opra"u3anuu. B cBOKW ouepenb COTPYAHUK, NOJIYUYUBIINNA ITUCBMO YKE OT CBOETO
KOJUIETH a0COIOTHO HE TOJI03PEBAET O HAIMYUU CChUIOK Ha BpeaoHocHoe [10.

Kak TombKkO 3JIOYMBINIUICHHUK YOEIUJICSA, YTO COTPYAHHK MPHUHSII €ro 3a
KOJIJIETY WJIM KAaKOe-TO JOBEPEHHOE JIMI0, PACHPOCTPAHUI IUCHbMO IO OPraHU3alNH,
B XOJI€ JNAJIbHEUILIECH NEPENUCKH OH MOXET IONBITATHCS IOJYYUTh HYXKHYKO €MY
uH(OpMAINIO, HE BBI3bIBAS MOJ03PEHHM. Tak MOKHO y3HATh BEPCUIO HCIIOIB3YEMOTO
[10, nanuuue aHTUBHpYyca Ha pabouyeM KOMIIBIOTEPE, IJIEKTPOHHYIO MOYTY JIPYTHX
COTPYJHHUKOB, HOMEpa MOOWJIBHBIX TelehOHOB, CTPYKTypy KommnaHuu. Bce 310
MPEACTABIAECT IEHHOCTh M MOXET HCIOJIb30BAaThCsl IMPU IUIAHUPOBAHUU H
IIPOBEICHUH MOCIIEAYOIIMX COUUOTEXHUYECKUX aTaK.

3II0yMBIIUIECHHUKA 4YacTO OMNUPAIOTCS Ha CTpaxX, >KaJAHOCTb, HaJEKIbI,
OXKUJAHUS U APYTHE€ 3MOLMHU, KOTOPbIE MOTYT 3aCTaBUTh MOJIb30BATENS IMOIIATHCS
CUIOMUHYTHOH cnaboctu. Korma BHe3amHO Ha TOYTY MNPUXOIUT MHUCBMO «CIHUCOK
COTPYJHUKOB Ha YBOJIbHEHHE» — TIOJIb30BaTeNlb 3a0bIBacT 00 dJIEeMEHTapHBIX
npaBuiIaX TEXHUKH KUOepOe30MacHOCTH, OH JakKe HE 3aTyMBIBACTCs, MOYEMY €My
BOOOIIIE MPHUIILIO MO I00HOE TTUCHMO.

Yacto ObIBaeT Tak, 4TO IMEHHO T€Ma MUChMa MOOYKIAET COTPYIHUKA OTKPHITh
€ro, MeperTH 0 CChUIKE, CKayaTh U 3alyCTUTH (aiis, He pa3dupasch — KTO ajpecaT
Y [I0YEMY JIOMEH OTIPABUTENS HAIMCAH KAK-TO CTPAHHO.

Ecnu HenoCcTaTOYHO BHUMATENIBHO OTHECTUCH K IPOUTEHUIO TAKOTO MMUChMa, TO
MIOJBOX 3aMETUThH HEMPOCTO.

[IpenckaszyeMo cTpax yBOJIBHEHMS WA COKPALICHUS — JOCTATOYHO MOILHBIN
daktop, 4ToObl 3a0bITH O MpaBHiIax WH(GOPMAIIMOHHONW OE30MacHOCTH: TMHUChMa C
Takol TeMOM B OOJBIIMHCTBE CIy4aeB MMOOYXKIAIM TOJIb30BATENICH COBEPIIUTH
MMOTEHIMAJIbHO OMACHOE JAEUCTBUE. BBICOKMI MPOLEHT ycnexa MOKa3bIBalOT IIHChbMA,
A€ €CTh  CJIOBAa  «IPEMUsD),  «IOOLIPEHHE»,  «IOBBIIICHUE  3apIUIaThbD»:



3I0YMBIIIUIEHHUK MOKET TaKKe MOMbBITAThCS IPUBA3ATh TEMY PACCBUIKH K KAKOMY-TO
3HAMEHATEIIbHOMY COOBITHIO (€CITU pacriojiaraer, HanpuMmep, CBEJCHUSIMUA O HEJAaBHO
MPOIIEIIEM B KOMIIAHUU KOPIOpATHBE), MPOPECCHOHATBHBIM U TOCYAapCTBEHHBIM
Mpa3HUKAM.

Jopo:xHoe 1010K0

OcHOBHOUL Ynop HA 008ePUUBOCMb, THOOONBIMCIEO

[IpeacraBnsier co0oif  amanTanuio TPOSIHCKOTO KOHS W COCTOMT B
HCIIOJIb30BaHUU busznueckux HOCUTENEHN (CD, G1I-HAKOTIUTENEH ).
3JI0OyMBINIUICHHUK OOBIYHO TOAOpAChIBACT TAaKOH HOCUTEIh B OOIIEIOCTYITHBIX
MecTax Ha TEPPUTOPUU KOMITAaHWHM (MTAPKOBKH, CTOJIOBBIE, pabouue MecTa
COTPYJHUKOB, TyasneThl). JJig TOro, 4TO0BI Y COTPYAHUKA BOSHUK UHTEPEC K JAHHOMY
HOCHTEII0, 3JI0YMBIIUICHHUK MOKET HAaHECTHM Ha HOCHTEINb JIOTOTUIl KOMIIAHUU U
KaKylo-HUOyap moamuch. Hampumep, «JaHHble O TMpojaxax», «3apruiara
COTPYIHHUKOBY, OTUET B HAJIOTOBYIO» U JIPYTOE.

Ycayra 3a ycayry

OcHOBHOUL YNop HA 008ePUUBOCTb

Ucrnionb3ysi STOT METOMA, 3J0YMBIIUICHHUK TMPEACTABISICTCS COTPYAHUKOM
CIIyObl TEXHUYECKON TMOJJIEP)KKM M CIpaliuBaeT O Hajauuuu cboeB B pabote
MPOrpaMMHOTO OO€cTieueHus, TMpeiaraeT MWCIPABUTh BO3HUKIINE HEMOJAIKU
B CHCTeMe JIM0O0 MPEeAYyIPEANTh O BEPOSITHOCTU UX HACTYIUICHHUS, XOTS HAa CAMOM JIelie
npobiem B padote 1O He Bo3HUKaNo. XKepTBa BepUT B HATMYME HEUCIIPABHOCTEH U,
BBITIOJIHSAS YKa3aHUs XaKepa, JIMYHO nepeaaéT eMy JOCTYI K BAXKHOU WH(MOpMAIUH.

PacnipocTpaneHHbIf  CligHapHii, Korja TMOJb30BaTelb CcaM TOBOPUT 00
OTCYTCTBUM BPEMEHHM U COOOIIaeT HEOOXOAMMBIC TMApOJH JJIA TOrO, YTOOBI
COTPYJHUK TEXHUYECKOW TMOJICPKKH CaMOCTOSTEIBLHO TPOBET HEOOXO0IUMBbIE
MaHUITYJISIITAH.

OOpaTHasi conuaJbHasi MHKEHEePUs

OcHo6HOUL ynop Ha 008epUUBOCHb, HEBHUMAMETbHOCHLb

Mertonuka HampaBlieHa Ha TO, 4YTOOBI JKEpTBa cama oOpaTwiach K
COLIMATbHOMY WHXXEHEPY W BbIaJla €My HEOOXOIWMBIE CBEACHUA. DTO MOXKET
JAOCTUTATHCS HECKOIBKUMU MY TAMU:

Buenpenue ocodoro IO

OcHo6HOlL YNOp HA HEGHUMAMENILHOCTb

Ha »nexTpoHHYI0 MOYTY HMOCTyMHaeT MUChbMO, HHPOPMUPYIOIIEE O BO3MOKHBIX
cOosix B paboTe 4acTo MCIOJIb3YyeMOro IMPOrpaMMHOIo oOecreyeHus (Hampumep,
nakeT OoQUCHBIX MporpamMMm). B 3Tom ke muchbMe yka3aHbl KOHTAKTHBIC JaHHBIC
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CIIEIUAJINCTa TEXHUYECKON IOICP)KKH, HCIIOIb3YEeMbIC 3JI0YMBIITUICHHUKOM. [Ipu
BO3HUKHOBEHHHU ¢c00si B pabore BeImenepeuncieHHoro 110, monb3oBatelnb
BCIIOMHMHAET O paHee IIOCTYNUBIIEM MPEAYNPEKICHUH W CBSA3BIBAETCS CO
3JIOYMBIIIICHHUKOM B JIUIIE TEXHHYECKOTO CIICIIUAIICTA.

Takum 00pa3oM, cUTyaIus 3apaHee MOJCTPOCHA, MOIh30BaTENIb CBSI3BIBACTCS C
coruaabHbIM xakepoM. HamaxkuBas padoty I1O, nmpousBoasTCs HEOOXOAMMBIC IS
B3JIOMa MaHMUNYJISIUU. A KOrJa B3JI0OM OOHApY>KMBAETCS, COIMAIBHBIN HHXKECHED
ocTa€Tcsl BHE MOJIO3PEHHS (IMOCKOJIBKY CO3JAeTCs BIEYATIICHHUS, YTO OH ITOMOTall
BaMm).

SAKJITIOYEHUE

C  y4eroM  UBJI0KEHHOTO0,  CaMble  pPACIPOCTPAHEHHBIE  CLEHApHH
BBIIIEYKa3aHHBIX aTaK peaju3yroTcs IyTeM email-pacchbuiok.

[IpuurHOW TOMY OTHOCHTEJNIbHAs JCIIEBM3HA M MPOCTOTA TaKUX METOAOB, a
TaK)Ke BbICOKast 3P PEKTUBHOCTb.

Ha tekymuii MOMEHT 1eNeBOM BEKTOp MOJOOHBIX aTaKk 3HAYUTEIBHO
CMECTWJICSI OT TIOJIy4eHHMs JOoCTylna K HHPopMauuu K €€ YHUYTOKEHHUIO
(6J10KMPOBAHUIO) ITyTEM NMPUMEHEHHUS BUPYCOB-IH(PPOBAIBIIINKOB.

JIns psAOBBIX IOJB30BATENIEN CaMbli AKTYaJIbHBIM M JACHCTBEHHBIM COBET —
BCErJa OCTaBaThCsl OJUTEIBHBIMH, TPOBEPATh HUHGOPMAIMIO 00 OTIpaBUTEINE,
MPEeXJie YeM MEePEeNTH MO CChUIKE WJIM CKauyaTh MpejyiaraeMblil (aiin — yOeauThes,
9TO O3TO HE BpeAOHOCHBIM pecypc. [lomyuennsie Gailmel Tepen OTKPHITHEM
HEOOXOJUMO TpoBepuTh C momoulblo aHtuBupycHoro IIO. Crout Takxke
YAOCTOBEPUTBCS, YTO AOMEH OTIPABUTENS JIETUTUMHBIA M pealbHbIM. B cimydae
BO3HMKHOBEHUSI COMHEHHI, PEKOMEH]IyEeTCsl MPOBEPUTD, JACHCTBUTENIBHO JIM aJpecar
OTIPABIISI AAHHOE MHUCbMO U SABJISIETCS JIM OH HACTOSIIIMM BJaJENbLEM JIOMEHA U
(WIM) SJIEKTPOHHOrO SIIUKA, CBS3aBIIMCh C HUM KaKUM-TO aJIbTEPHATHUBHBIM
criocoO0OM, HapUMeEDP, Yepe3 MECCEHIKEP WIH MO Tele]oHy.

CBOEBpEMEHHOE BBISIBIICHHE U TMPECEYCHHE aTakh MO3BOJIUT H30eXaTh
CEPBE3HBIX MOCIEACTBUI.

Uto KacaeTcsi OpraHu3alMOHHBIX MEP, TO OCHOBOM SIBISIETCA CUCTEMATHYECKOE
MOBBIIICHUE OCBEIOMJIICHHOCTH COTPYJHHUKOB B 00JacTd WHOOPMAIMOHHON
0€30I1aCHOCTH.

HccnenoBanne kommnanuii B o0mactu Mb nmokassiBarot, uto 38% opraHu3aiui
BOOOIIIE HE MPOBOJSAT TPEHUHTH 1JIs1 COTPYIHUKOB 10 Bompocam Wb, a 37% nenator
3T0 (opmanbHO, Oe3 Kakol-TMO0 MpoBepku 3IPGEKTUBHOCTH. XOTS MPOBOAMUTH
NEPUOINYECKOE 00yUEHHE C KOHTPOJIEM MH()OPMUPOBAHHOCTH KaXJA0r0 COTPYAHHUKA
KpaiiHe BaxHO. IIpm 3TOM mnpouecc MNOBBIIEHUS OCBEAOMJIEHHOCTH JOJIKEH B
NEpPBYI0 oOuYepelb ObITh HAaNpaBlI€H Ha MPaKTUYECKYI0 CTOPOHY oOecreyeHus



0€30MacHOCTH, a KaXIbli COTPYIHHUK JOJDKEH IOHMMAaTh CBOM OOS3aHHOCTH U
OTBETCTBEHHOCTH 3a obecneueHune 1b.

OTnuyHasg mpakTUKa, KOrjJa COTPYIHHUKHM omnoBemiaroT noapaszaenenus Wb o
TOM, YTO UM MPHUIIO COMHHTEIHBHOE MHCbMO, OCOOEHHO €CJIHM 3aMETHO, YTO HaJ
pacchUIKOM TUIATENbHO MopaboTtanu. B Takom ciyyae, naxke eciau 3apakxeHue WId
yTeuKa MUMEIH MECTO, €€ MOXKHO YCIETh ONEpPAaTHBHO OTPEAarupoBaTh Ha aTaky H
MPUHATH KOHTPMEPHI.

OcHoBHBIE MEpPpbI MO0 3alMTE OT BbIHICHECPECYUCTICHHBIX BH/I0B
COMMAJIbHBIX aTak.

- CoxpansiiTe 0auTebHOCTb. Beerna obpaiiaiite BHUMaHue HAa OTIPaBUTENS
MUCeM M aJpec cailTa, rlie coOMpaeTech BBECTH KaKHe-TO JIMYHBIC JaHHBIE.
Ecaum 510 mouta Ha JOMEHE KpPYyNHOM OpraHu3aluHu, YAOCTOBEPHTECH, UTO
JOMEH MMEHHO Takol M B HEM HET omnedarok. Eciu ecTb COMHEHUus —
CBSDKHTECh  C TEXNOJNEPKKOM WJIM TMPEACTABUTENIEM OpraHu3alud 0
ouIMaTbHBIM KaHAIAM.

- Hcmoab3yiiTe TOJBKO 10BEPEHHbIC HOCUTEJIU HHPOPMALIUH.

- He nmnepexoaure Ha MNOAO3PUTENbHbIE CalTbl M He CKaYMBaiTe
COMHHUTeJbHBbIE (PalJIbI, OUH U3 CaAMBIX JyYIIHX [MOMOUIHUKOB COLIMATbHOMN
HUHXEHEPUH — JIFOOOBITCTBO.

- He wucnmoab3yiiTe OIMH M TOT K€ NAPOJb [Js JOCTylla K JHUYHBIM U
KOPITIOPaTUBHBIM (pabounM) pecypcam.

- Hcnoab3oBanue AHTUBHPYCHOT'O MPOrPpaMMHOIO o0ecneveHmsl.
Henonymienue ero OTKIIOYEHUS.

- Cucrematuyeckuii HMHCTPYKTax. Bce COTpyAHMKH JIOJDKHBI  OBITh
MPOUHCTPYKTUPOBAHBI O TOM, KaK BECTH ce0s MPU 0OHAPYKEHUH TTOTBITOK W
OCYILIECTBJICHUSI HE3aKOHHOT'O IPOHUKHOBEHHSI.
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